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Production topology - .NET 10 - Microsoft Azure - Microsoft Entra ID - Azure DevOps - operated by Manage Your Means LLC - October 2026

Users & client channels

Every channel reaches the platform over HTTPS only

Web application (browser)

DELIVERY

« Landing page & guides: static HTML, no runtime

* Public routes prerendered to HTML at build (headless Chrome)

* Blazor WebAssembly SPA: .NET 10, AOT-compiled, trimmed

* Progressive Web App: service worker caches the app shell only,
never /api or /mcp

IN-BROWSER

* Same calculation engine as the server (shared .NET assembly)

* Demo mode: sample households in local storage, no account

« First-party RUM: Core Web Vitals + error breadcrumbs, cookie-
free, honours DNT / GPC

Mobile apps (iOS - Android)

* .NET MAUI Blazor Hybrid, shared Razor Ul library

« |dentity bearer tokens: 30-min access, 14-day refresh

» Tokens held in platform secure storage (Keychain / Keystore)

« Biometric app lock (Face ID / fingerprint, passcode fallback)

« Offline read copy: AES-GCM encrypted, per-account, 30-day
expiry

« Offline write outbox with idempotency keys

» On-device bill reminders (local notifications)

Microsoft 365 Copilot agent

« Declarative agent + MCP plugin (staff tooling)
« Calls /mcp with an Entra delegated token
* Read tools + three narrowly scoped write tools

Search engines & link previews
« robots.txt + sitemap; per-user routes disallowed

« Per-route title, description, canonical, Open Graph
* JSON-LD: Organization, WebSite, WebApplication, FAQ

App distribution

* Apple App Store - Google Play
« /get-app redirects each device to its store
« Signed builds; Play App Signing; in-app account deletion

CIICD: Azure DevOps

Azure Repos (Git) - Azure Pipelines - master only - every gate must pass before production
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Source

* Azure Repos Git repository
* Master branch triggers the pipeline
» Docs and design rules versioned with the code

Public edge

Name resolution, certificates, transport security

DNS (registrar-hosted)

* manageyourmeans.com (apex) + www
» CAA: certificates from DigiCert only

* Mail records: MX, SPF, DKIM, DMARC, MTA-STS, TLS-

RPT
» Search Console domain verification

HTTPS resc;Ives

TLS & transport

* App Service managed certificates (DigiCert), auto-
renewed

« HTTPS only; TLS 1.2+

¢ HSTS: 1 year, includeSubDomains, preload

e Canonical host: www — apex (HTTP 308)

« Certificate expiry watched by the availability test
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HTTPS - bearer
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Published security endpoints

« /.well-known/security.txt (RFC 9116)

* mta-sts.manageyourmeans.com: MTA-STS policy
(enforce)

» Responsible disclosure policy on /about

« Independent header / TLS scans: A+ results cited
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HTTPS - Entra token

Browser security policy

« Content-Security-Policy: no inline or eval script
(WebAssembly only), frame-ancestors none, object-src
none, form-action self

* CSP violation reporting (report-uri + report-to)

* X-Frame-Options DENY - nosniff - strict Referrer-Policy

» Permissions-Policy: camera, microphone, geolocation,
payment, USB off

 Cache-Control: no-store on /api and /mcp

» Server and framework banners removed

Stage 1: Build & verify

« Restore with central package management

* NuGet vulnerability audit: build fails on any known-vulnerable package
« Compile with warnings as errors + .NET security analyzers

* MAUI Android compile check against shared code

¢ ~4,300 unit and HTTP-level tests (ownership, soft delete, household access)
« Coverage floors: 64% overall, 85% on the calculation layer

« Migration check: schema changes must be additive

« Client publish: Blazor WebAssembly, AOT, trimmed, Brotli

« Prerender public routes with headless Chrome

« Accessibility gate: axe-core, fails on serious / critical

* API publish + client merge; EF Core migrations bundle

—HTTPS

Microsoft Azure

Production subscription - role-based access - no credentials stored in code or configuration

Region: East US 2

App Service Plan - Premium v3 (POv3) - Windows

Web App: manageyourmeans.com
ASP.NET Core 10 on IS (in-process) - Always On - health check /alive - ARR affinity off

Production slot

System-assigned managed identity - serves all public traffic

HTTP request pipeline (in order)
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Security headers
CSP, HSTS, frame, type and permission policies on every response

Exception handler
Full detail to logs; browser gets a generic message + reference id

Transport
HTTPS redirect - www — apex - MTA-STS host - security.txt

Static assets
Fingerprinted, Brotli-compressed, immutable caching; prerendered pages

CORS
Single production origin, credentials allowed only for it

Authentication
Identity cookie - mobile bearer - Microsoft OIDC - Entra JWT for /mcp

Authorization
Deny-by-default per controller - admin requires 2FA - password-reset gate

Rate limiting
Per-IP windows for sign-in & anonymous endpoints - per-user token buckets

Request filters
Household access (share / private) - idempotency keys - body-size limits
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Identity & sign-in (ASP.NET Core Identity)

* Passwords: 12+ characters, checked against breach corpus (k-
anonymity)

« Lockout after 5 failures for 15 min; unknown addresses lock identically

« Second factor: TOTP authenticator + one-time recovery codes

* Passkeys (WebAuthn / FIDO2), user verification required

* Microsoft sign-in (OIDC), identity scopes only; never adopts an
account by email

« Sessions: 12-hour sliding cookie (Secure, SameSite=Lax), revalidated
every 2 min

« Password-reset links expire in 2 hours; timing decoys block account
enumeration

Data protection & encryption

 Application-level column encryption: amounts, names, dates of birth
([Encrypted] EF Core converters)

* ASP.NET Core Data Protection key ring stored in SQL, wrapped by a
Key Vault key

« Fails closed: unreadable ciphertext raises a Sev-1 alert, never a silent
zero

« Database encrypted at rest (TDE) and in transit (TLS)

« Retention purges: deleted rows 30 days, logs 90 days, idempotency
records 24 h

Authorization model

« Every query scoped to the signed-in owner; children checked through
their parent

» Household sharing: owner-granted view or edit; every delegated write
audited

« Each controller declares shareable, private or caller-only (enforced by
tests)
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Staging slot

* Same build, deployed first

* Own system-assigned managed
identity

* Deny-by-default access restrictions;
deploy agent admitted by /32 only
for the smoke test

« Background jobs off (slot-sticky)

* Smoke-tested, then swapped into
production

 Rollback = swap back
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Zero-downtime release

Blue/green slot swap with warm-up; migrations
applied before the swap and kept additive so
either build runs on the schema.

managed identit
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own managed identity

Region: East US

Secrets and data

Azure Key Vault

SECRETS
« Database connection string - Entra client secret - mail sender - public
URL

KEYS
« data-protection: wraps the application key ring (unwrap via Crypto User
role)

ACCESS

* RBAC only: Secrets User + Crypto User per slot managed identity
* Deploy pipeline scoped to the one database secret

« Soft delete + purge protection (90 days)

Azure SQL Database
» Standard tier - EF Core 10 code-first migrations

HOLDS

« Identity: users, hashed passwords, 2FA, passkeys

« Financial model, sensitive columns application-encrypted

« Data Protection key ring (wrapped by Key Vault)

« Audit + diagnostic logs (Serilog sink)

 Idempotency records - browser-vitals rollups - job heartbeats

PROTECTION

 Transparent Data Encryption at rest; TLS in transit

 7-day point-in-time restore

« Firewall rules; deploy agent admitted by /32 only for migrations

« Retry on transient faults; migrations must be additive (build check)

: secrets + key unwrap
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0 Stage 2: Deploy (blue/green)

Read secret
Database connection from Key Vault (secret-scoped RBAC)

Open SQL firewall
Agent /32 only

Apply migrations
EF Core bundle, before any code ships

Close SQL firewall
Always, even on failure

Deploy to staging
Package deployed to the staging slot

Smoke test staging

Swap slots
Staging < production with warm-up

Verify production

Agent /32 admitted, /alive checked, removed

/alive + prerendered pages served as static HTML

Infrastructure & operations as code

« Bicep: action group, 9 alert rules, availability test

« What-if preview before every infrastructure change

« Key-ring tool reports which key protects every stored value

« Rollback runbook: swap back; fix forward after schema contractions

Release quality

« Every deploy smoke-tested on staging before users see it

« Prerendered SEO pages verified after the swap

« Startup warns if any prerendered page is missing

« Statutory figures alarm in Cl and production when a tax year ends

Microsoft cloud & external services
Identity provider, mail and third-party checks
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Microsoft Entra ID (single tenant)

APP REGISTRATIONS

» Web sign-in (OpenlD Connect, identity scopes only)

* MCP API (delegated access_as_user scope) - Copilot OAuth client
» Mail sender (application permission Mail.Send)

IMCP TOKEN VALIDATION
* Issuer + tenant id pinned - delegated scope required - optional client allow-list - caller matched by directory object id

WORKLOAD IDENTITY
» Managed identities for Key Vault access: no stored credentials

Microsoft Graph — Exchange Online

« Transactional and opt-in mail via Graph sendMail (client credentials)

* Raw MIME: multipart text + HTML, header-injection guarded

* RFC 8058 one-click unsubscribe on digest and alerts; token-signed links

* Admin mailbox panel: delegated Mail.Read, asked for separately, admin + 2FA only
» Degrades to a logged warning if unconfigured: never blocks sign-up

signed & authenticated mail

Email domain authentication

* SPF -all (Exchange Online only) - DKIM signing, two selectors

* DMARC p=reject, sp=reject, pct=100, aggregate reports to a DMARC analyser
* MTA-STS mode enforce - SMTP TLS reporting (TLS-RPT)

* CAN-SPAM footer with postal address from one shared constant

Breached-password check

* Pwned Passwords range API: only the first 5 hex chars of a SHA-1 leave the server (k-anonymity)
» Padded responses hide the prefix from traffic analysis; 3-second timeout
* Applied at registration, password change and reset

Privacy by design

» No bank credentials, no aggregators, no advertising, no third-party analytics
« Session replay deliberately not used; telemetry carries no amounts or names
* Download all your data: versioned JSON + Excel + README

» Account erasure hard-deletes every user-owned record

« Delegated household access, owner-controlled and audited

« Legal entity: Manage Your Means LLC; 90-day notice before any shutdown

Local development

» .NET Aspire AppHost orchestrates API + client

* SQL Server locally; development keys never decrypt production data
» CSP sent report-only in development, enforced in production

* OpenAPI / Scalar API reference in development only

Legend

— User traffic (HTTPS)
w—p Identity, tokens and secrets
—_— Data (encrypted in transit)
e Build and deployment

R Telemetry and monitoring

red cards | Security controls

Security posture at a glance

» Encryption everywhere: TLS 1.2+ with HSTS preload; TDE plus application-level column encryption under a Key Vault-wrapped key
» No secrets in code: Key Vault with managed identities and least-privilege RBAC per slot

« Strong authentication: breach-checked passwords, TOTP 2FA, passkeys; admins require a second factor

» Abuse resistance: rate limits, lockout without account enumeration, request-size limits

« Strict browser policy: CSP with no inline script, framing denied, reporting on

» Safe delivery: gated pipeline, vulnerability audit, blue/green swap, alerts as code
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